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Thanks Jim.
Good morning. As Jim mentioned, I’ll be covering SPO’s investment strategy and program activities in the area of defense against chemical and biological weapons.
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In the Special Projects Office, we work on a spectrum of R&D activities, from enabling technologies, to the development of component systems, to full chem/bio defensive systems. I’ll start at the latter end of the spectrum... complete defensive systems... and describe a new program just getting underway that is targeted at protecting buildings. This application drives requirements on components and their underlying technologies, and I’ll describe our interests in several of these areas in the second part of the presentation.
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The Building Protection program is part of DARPA’s strategy to do as much as possible to defend against attack before it takes place. This idea is illustrated by a notional timeline showing the time both before and after an attack. Currently much of the Defense Department’s investments are targeted at responding to an attack after it occurs... for example, diagnosing and treating the victims, managing the casualties and mayhem that result, and so on. On the other hand, if we can use technology ahead of time to prevent an attack from being effective, rather than trying to save the victims of a successful attack once it occurs, we may be able to provide better overall protection. This is the approach used, for example, with vaccines given months or years before a possible attack; our new Building Protection program takes a similar approach in "immunizing" buildings in preparation for a possible attack. 

The basic idea of the program is to use the building infrastructure in a combination of passive and active (that is, dynamic) modes to reduce the impact of a release of chemical or biological agent, whether it’s released in an overt or a covert way, inside or outside the building. The focus on buildings comes from the recognition that most military people spend most of their time inside buildings, so there is a big payoff in being able to protect them there. This approach requires a mix of upfront modifications to the infrastructure well in advance of a release; continuous monitoring to determine when a release takes place; real-time dynamic response to deal with the threat when it appears; and, finally, post-event clean-up of any residuals and preservation of forensic evidence.
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So what is the Immune Building program? The overall program goal is to make military buildings far less attractive targets for chem/bio attack. We plan to do this by modifying and augmenting the infrastructure of buildings to greatly reduce the effectiveness of any attack. By "infrastructure modification," we mean changes to the ordinary HVAC infrastructure, such as real-time control of airflow patterns, highly efficient filtration, and so on. And we mean whatever other modifications might be appropriate, such as real-time neutralization of airborne agent, or networked surveillance systems. 
We expect to achieve this overarching goal by meeting three objectives. First, we want to protect the human occupants by greatly reducing their exposure to whatever agent is released... to below-lethal levels, if possible, or to more easily treatable levels, if not. Second, we want to restore the building to function quickly after an attack, because simply preventing a building from being used provides some measure of success to the attacker. Third, we want to preserve forensic evidence about the attack, for treatment of victims if necessary, and for attribution and future retaliation.
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One of the important trades in building protection is the mix between passive and active modes... that is, the degree to which the protection system is "always on," versus the degree to which it turns on only when the threat is present. Our analysis shows that a purely passive system should work well in handling external attacks of both chem and bio agents. However to deal with an internal release at an arbitrary location will require a mix of active and passive responses. The challenging threat represented by an internal release is the main focus of the DARPA program. 
This mix of passive and active response is demonstrated in the slide, which shows a notional protection architecture with four levels of operation. 
In "normal" operation, some protection is provided by continuously filtering the air in a passive mode, so that the agent is captured as soon as it arrives at the filters. This continuous filtration has a benefit beyond simply reducing the spread of agent: it provides a clean background for sensors used to warn of internal attack. This is important, because the fastest sensors are those that simply detect the presence of bio-mass; they cannot distinguish whether that bio-mass is a bio warfare agent or a naturally occurring substance such as pollen, mold, etc. With filters normally maintaining a low background level of biomass in the air, any sudden rise... such as would accompany a bio attack... is suspicious, and is sufficient to switch the building into a "precautionary" mode. 
In this mode, supplementary techniques that are not appropriate for full-time, continuous operation may be used. For instance, we may choose to turn on high-power ultraviolet lamps to kill any bio agent in the return ducts, even though we would not use these lamps continuously because of concerns about operational cost and/or health side effects. In addition, we expect to actively manage the airflow within the building to isolate the source as much as possible, and this raises many systems issues that I will come back to. 
The precautionary stage lasts as long as required to get an accurate reading from a confirming sensor. If the building is not under attack, it returns to "normal" mode without the building occupants ever having been disturbed... this is an important consideration given the performance of today’s sensors. 
If the attack is real, we go into "full-scale" response... people are moved to safer parts of the building or outdoors, and all possible techniques are used to neutralize the agent at its source... including techniques that would be toxic to the occupants if they were still in the release area. 
The fourth stage takes place post-event: clean up and decontamination, and the collection and preservation of forensic evidence.
Although the details of a protection architecture have yet to be determined, we expect that a tiered approach along these lines will be necessary, and clearly different strategies and different technologies are required in the various stages. 
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The Building Protection program has two major elements now getting underway: a Technology Development component, and an Integrated Systems component.
The Technology Development part invests in the development of technologies and components that can significantly impact the overall performance of a system such as that just outlined. A number of important categories can readily be identified.
One important area is neutralization. For instance, I mentioned using ultraviolet light in a confined space like ducts. To make this type of strategy feasible, a number of technologies are important, such as those that produce the appropriate wavelengths of light more efficiently; those that break up aerosols into smaller sizes, where the larger surface-to-volume ratio makes UV more effective; and those that sensitize agents so they are more vulnerable to light or to other environmental factors. 
Other neutralization strategies could be appropriate once people are evacuated. For instance, a toxic substance could be introduced into the sprinkler system and sprayed into the release area. A major concern here is in developing techniques that are appropriate to building surfaces... they will not withstand the same caustic solutions we use on tanks in the field! 
Another important, high-leverage area is filtration. For this application, we want to proliferate filters as much as possible (to capture agent before it can spread), and we want these filters to have extremely high efficiency. This combination can lead to prohibitive loads on the HVAC fan, unless we can dramatically reduce the pressure drop associated with high-efficiency filters. This is a major area of interest for this program. One approach might be to combine filters for chemical and biological agents into a single filter. Another could be to combine filtration and neutralization, to create a filter that kills (or renders ineffective) any agent passing through it; this could be an important element in a post-event cleanup strategy. 
A third major technology-development area is decontamination. As with neutralization techniques, they must be appropriate to building materials rather than to ruggedized surfaces like tanks. We are interested in a range of approaches... from passive ones, such as continuously cleaning, catalytic surfaces that kill any agent that settles on them... through "active" techniques used post-event, such as foams or emulsions like "nanobombs," or gases, or materials that can create toxic microenvironments for chem and bio agents. 
Sensors are an important problem that I’ll discuss in the second part of the briefing. 
So I've mentioned a few examples of high-leverage technology investments we are interested in. As always, we’re looking for other good ideas that help us solve this problem.
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The other major component of the Building Protection program is the Integrated System element. This is the part of the program in which we demonstrate that the basic approach makes sense... that is, that a building can respond dynamically to the sudden presence of a threat in a way that makes the attack ineffective. Besides the enabling components and technologies just discussed, there are substantial systems-level issues to be addressed. For instance, what are the most effective strategies... how much should we rely on agent containment in the release area vs. agent capture by filtration? How do sensors perform in the high-filtration environment we are creating?... And how can we best use them to locate the source of the release? Once the source is located, how well can the agent be contained? How can the system best employ the "precautionary" techniques we mentioned earlier, given the conflicting desires to protect the occupants as quickly as possible but not to bother them with false alarms?
Systems-level questions like these can only be answered by designing and implementing test facilities at full scale. These will be used to carry out a careful series of experiments to test out various strategies and techniques proposed for use in the protection systems. The results will then be used to design the best systems solutions possible, and these systems designs will be implemented and optimized in the test facilities. 
We look to the community... to industry, national labs, and academia... to team together to carry out these tasks: to propose building-protection strategies, to design and create a test facility for experimentation, and ultimately to implement and optimize complete building protection systems.  An important aspect of this "Integrated Systems" part of the program will be the measurement and documentation of the overall performance of the systems against the internal-release threat.
At the end of system-level testing and optimization, we plan to demonstrate such a full-scale building protection system in a real military installation.
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The next slide shows how the parts of the program fit together. The systems-level testing is shown in the middle box, and this leads to the on-site demonstration at a military facility. Again, within the middle box we are looking for teams to implement complete building protection systems; this includes developing any components necessary for implementing and testing the systems that the teams design. We plan a two-phase program. Phase I will take place in FY01, and will entail threat analyses, system design for the test facility, and risk reduction activities as deemed necessary by each team. Phase II will take place in FY02 and ’03, and will involve the building of the testing facility, its use in experimentation for various strategies, and the design, implementation, and optimization of the best overall protection systems. This phase will end with simulated releases of agent, to document overall system performance. 

The technology development efforts I previously described will run in parallel with the systems experimentation, as a risk-reduction activity. For those efforts that show promise for improving the overall performance of a protection system, there will be an opportunity to insert that technology into the full-scale integrated-systems activities for evaluation as part of a complete architecture. 
Both parts of the Immune Building program are just getting underway. CBD announcements for two BAAs were published earlier this week. If you are interested in participating in either one, I invite you to come to D.C. to attend the Industry Days on September 19th and 20th. Details are available on the DARPA-SPO website.
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Let me switch topics now to talk about sensors. It is critical that we develop good bio sensors in order to detect an attack... particularly if we plan to immediately respond to the attack, rather than just try to manage the consequences afterwards. In the example of building protection, sensors functioned at several levels, playing both a trigger and a confirmatory role. 
Unfortunately, the automated sensors that exist today are not good enough to use in complex architectures such as the building protection system just described. We don’t know enough about how sensors respond both to the threat and to the background environment to make decisions based on the sensors’ response. To fix this problem, we need to change the way sensors are designed and developed, and DARPA is getting an effort underway to do just this. Before I describe this, let me say a few words about how people traditionally think about sensors.
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People tend to think of sensors in terms of their identification strategies... that is, in terms of the physical mechanism that allows us to determine that a specific agent, or class of agents, is present. One common example is antibodies, which nature has designed to bind in the presence of specific threats. Another class is nucleic acid techniques, which recognize the specific genetic blueprints of the threats. DARPA, along with other agencies, has invested in using these identification strategies in sensors, but we are also looking at using other mechanisms. For example, we are looking for small molecules that can replace or supplement large, complex antibodies. Another approach that you will hear about from DSO is to use live cells. We’re also looking at exploiting natural resonances and energy transitions that take place within organic material. For example, we are investigating whether the fact that certain amino acids fluoresce will allow us to create a stand-off bio sensor. 
The mass spectrometer, which breaks up and ionizes matter to create a fingerprint for each agent, is a substantial DARPA investment that I will return to shortly.
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In addition to the identification techniques just discussed, we need to report that the agent has, in fact, been identified since we cannot see antibody binding or see a strand of DNA hybridizing with the probe it matches. A number of techniques are used for reporting. The most common is a fluorescent tag that is present only when the agent has successfully been identified... for example, in a sandwich assay for reporting antibody/antigen binding. DARPA has invested in developing a number of other reporting techniques. One example is the Upconverting Phosphor technology, used in applications similar to fluorescent tags. However, because of a novel arrangement of energy states, these materials emit in a wavelength far away from the excitation wavelength, and therefore report in a very-low-noise environment. Another reporting mechanism we are investigating is the transduction of binding via the detection of changes in mass... in this case, by detecting changes in mechanical resonance that depend on mass.
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When people talk about sensors, they are usually referring to the identification method, or sometimes to both the identification and the reporting methods. However, there is more to a sensor than just these two components. Before these aspects even come into play, the sample must be collected from the environment, and then it must be prepared for the identification stage. Once identification and reporting are finished, the results must be analyzed or interpreted. So there are really a number of pieces that make up a sensor, and they must all work together as a system to produce the best result. In addition, they must work together in the environment in which the sensor will be used. Components developed in isolation and tested in the lab do not automatically integrate into a sensor system optimized for performance in the field. 
For instance, consider an antibody-based sensor. In designing such a sensor system, the time allowed for the identification stage to take place may be chosen to be long, to increase the likelihood of antibody/antigen binding. But when the sensor system is used to collect aerosolized material out of a dirty background, some of the background matter may act to degrade the antibodies inside the sensor. In this case, a long identification stage can mean decreased likelihood of antibody/antigen binding. The optimal duration of the identification stage can only be determined by considering the entire system in its targeted operational environment. This end-to-end view of sensor systems is part of the change in approach to development that we are taking.
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Another message in this example is the importance of full and robust characterization of sensor behavior. One of the most critical shortcomings of today’s sensors is our incomplete understanding of how the sensor behaves in real environments. We know much more about how sensors respond to careful tests in a lab or a desert setting than about their behavior in the complex environments in which we expect to use them. To fix this problem, we must include full-fledged characterization efforts to produce statistically significant ROC curves for the sensor systems in real operational environments, and we must test them using real operational protocols. 
To support the characterization, we must develop models of the sensor... for both the components and the whole system... to allow us to predict the sensor response under new conditions and in new environments. Such models will also provide an analytic tool to guide the optimization process of the components and the overall system, to produce sensors with better operating characteristics. 
All these aspects... hardware, characterization, modeling and analysis... must interact throughout the development process. This is a substantial change from the serial approach of the past, in which individual components were first developed, then put together into a system, and finally characterized in a limited way before the sensor system was declared "ready for prime time."
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As an example of this new approach, consider the development now underway for a mass spectrometer. We are interested in this particular mass spec because the implementation holds the promise of fast and highly specific identification of all classes of bio agents. The hardware has, in fact, been demonstrated to be able to detect individual proteins specific to particular bio agents; for instance, the slide shows the mass spec can distinguish the presence vs. absence of the pathogenic F1 antigen in Yersinia pestis, depending on the growth temperature of the organism. This is good news... but not sufficient to ensure that the mass spec, as a system, can perform the identification job for us. In addition to the feasibility of the fundamental identification stage, there are a large number of systems-level issues that need to be addressed, and many of these are identified on the slide. As a single example, the fingerprint of any agent of interest will need to be pulled out from the complex signal of all of the other matter in the background of the sample being analyzed... and that background signal will vary significantly depending on the environment. This issue of the influence of background clutter is one that cannot be resolved without characterizing the background clutter itself, for the environments in which we plan to use this system.
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Another important issue in a sensor is the question of sensitivity. To improve the sensitivity, we must first understand how it depends on the complex interactions within the sensor system, and this requires an analytical and modeling effort. For example, in the case of the mass spec, it appears that the single most important factor in determining the sensitivity in this system is the ionization process. The technique in use is called Matrix Assisted Laser Desorption Ionization, during which the laser energy is absorbed by a base matrix before being transferred to the matter to be fragmented and charged. We are in the process of modeling this energy-transfer stage, to understand what role it plays in determining both the number and type of fragments that travel down the mass spec. Only by modeling these and other components will we be in a position to optimize the performance of this system.
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As we shift the emphasis away from simply component development and towards the development of complete, optimized and well-characterized sensor systems, we must develop a new way of doing business. This new way is embodied in the approach taken in the current SIMBAD effort at DARPA. We strongly believe that the thorough development process I have just described can only be accomplished by removing the traditional stovepipes from the development process. Within the SIMBAD program, we have replaced individual component developers with integrated teams that work on all aspects of development starting from the very beginning of the effort. We have funded a few such teams as an experiment in carrying out this process. If this experiment is successful, we expect to continue using this approach and may fund more such teams. 
In addition, we have structured the current teams under this program to enable them to accept new members who bring innovative ideas, so that these ideas can be worked on in the cross-disciplinary environment necessary to carry out the development process I described. So we continue to look for good ideas in the areas of the enabling technologies I discussed first, and on occasion will continue to fund especially promising component technologies directly. But we expect to fund most such work as part of these larger teams... whether in the area of component technologies, modeling and analysis, or sensor characterization. 
To give the broader community insight into the team activities and into how their new, good ideas might be able to contribute to the SIMBAD efforts, we plan to have the teams periodically brief what they are working on to the public. The first briefing will take place in the middle of FY01, and we encourage all interested parties to attend. The DARPA SPO website will provide details on these briefings.
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So in summary, within the Special Projects Office we have a variety of activities that run the gamut from complete systems solutions to national-level problems, to the component systems and enabling technologies that we must invest in to solve these problems. Within the office, I am the overall coordinator of activities within the Chem/Bio Defense arena. For the time being, I am also the acting Program Manager for the Immune Building program. The sensor system development effort I described is headed up by Dr. Steve Buchsbaum, and Dr. Millie Donlon is leading our efforts in developing some of the enabling technologies. 

In addition to these areas, we are interested in related topics, such as surveillance systems for bio, including systems that detect the production of bio agents, and portal barriers that detect the transit of bio agents while they are still in their containers. So please bring us your good ideas in the area of chem/bio defense! 
Now it’s my pleasure to introduce our next speaker, Mr. Steve Welby, who will be talking about SPO’s activities in the area of networked targeting of movers and emitters.

